esp@c^et document view 

Prevention of spoofing in telecommunications systems 



Patent number: 
Publication date: 
Inventor: 
Applicant: 
Classification: 
- international: 



• european: 



Application number; 
Priority number(s): 



JP2003518821T 
2003-06-10 



H04L12/56; H04L29/06; 
H04L29/08; H04L29/12; 
H04Q7/22; H04L12/56; 
H04L29/06; H04L29/Q8; 
H04L29/12; H04Q7/22; (IPC1-7): 
H04L12/56; H04Q7/38 
H04L29/06C6G; H04L12/56B; 
H04L29/06J1; H04L29/08A7W; 
H04L29/12A 

JP20010547792T 20001219 
FI1 9990002767 19991222; 
WO2000FI01 1 1 4 20001 21 9 



Also published as: 

© wool 471 79 (A1) 
S US2002181448(A1) 
S FI110975B(B) 



Report a data error here 
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Abstract of corresponding document: US2002181448 
In a packet radio network a packet 
data address Is activated for a 
terminal for transmitting data 
packets between the terminal and 
an external network. Information 
on the activated packet data 
address is stored at least in the 
edge nodes of the network. To 
prevent spoofing, i.e. 
misrepresentation of sender data, 
the method and network node of 
the invention comprise checking 
(206) in the node whether the 
source address of the packet 
transmitted from the terminal is the 
same as the packet data address 
used in the transmission of the 
packet or does the source address 
belong to a set of allowed packet 
data addresses. The packet is 
transmitted (207) from the node 
towards the destination address 
only if the addresses are identical 
or the source address belongs to 
the set of allowed packet data 
addresses. 




Data supplied from the esp(g>cenef database - Worldwide 



http://v3.espaceneLcom/textdoc?DB=EPODOC&IDX=JP2003518821T&F=0 



2003-518821 

(P 2003-518821 A) 
(4Z)^AmB ¥fl)cI5^6fl 100 (2003. 6. 10) 



(51) Int. CL'' 




F I 


f-n-y (#%) 




H 0 4 L 12/56 


10 0 


HO 4 L 


12/56 1 0 0 Z 5K030 




H 0 4 Q 7/38 


HO 4 B 


7/26 1 0 9 R 5K067 










(±2 6M) 




(2i)a5gi#^ 


1tgg200 1-547792 (P200 1-547792) 


(71) A 






(86) (22)ffi^0 


^^12^12^ 19 0 (2000. 12. 19) 




y ^ :x"7>' K ^^^-Y—:^.^— 02150 


in. 




¥^14^6^ 20 0 (2002. 6. 20) 




>^>^— '7^—^>y^ ^ ^ 4 




(86)IllgffiP#^ 


PCT/FIOO/01114 


(72) 






(87)[l|g^^S^ 


WOO 1/047 179 




y ^^yi^ K ^*7-f'— 31 >— 00530 






^;iS;i3^6^ 28 0 (2001. 6. 28) 




v'/u^J^i^— uv;^ h ^ 26 


T 




19992767 




—1 




(32)®5feS 


q^J*! 1^12^ 22 0 (1999. 12. 22) 


(72) mn^ 






(33)ffi5fe«i^?Iffl 


>'7>- K (F I ) 




K ^i^y'-f—^:/ -03300 


:^ 








^=7l^\f ^^^xil^y- 4^ 375 T 








(74)f^SA 


#S± 4>tt !§: (^9^) 















(54) lmm<r>^m 7"u=i 5^='5r— ->3 >'->;^7^Air*jitS/i9-r*b<DESih 



(57) [Stt] 

''«^r-5,hfl|«:^y h«7-i^fc*ViT. ^—^^JVlZMr 

■5 y — H tc:bV^T5^x -y f -5 (206) ^ t 

tr. ±ffiP57 H I'y^AtraCTasS^^XttV— XT H WX 

O*, /ty.yh«. /-H*»e.fT3fe7KU'Xfc|SlJtT3l 
©$n-5(207). 




(2) 2003-518821 

±fey— K^Ciol^T^^^y^ L(206). ^LT 
y h^illft-r-5(207). 

[ff3}tJg2] v'-'^y<'ry h^mm-r^:Lt(Dx^^^~^-r^\-t. mi 

^m{zm^mi-^-^i^^'rJ^(D^pfj:< t h 10(D/— h'\zy<^y h'T—'^r 
7i>i: 5/i»^±tfiy— K^:l*5l^-r 5^:11 L(206). ^ LT 



(3) 2003-518821 

m^K(D^y— K7!)>bfT5feT KU;^lCl^ltT^^>^^;/ h ^iUmi"^ (207) , 
-Sit 3j^JS 1 Xfi 2 tctem<?5;^&„ 

>y Vi^U:^-y h^7-^T-*>«9. t\^X±tiy<^y V^—^T Kl-^^fi. ^tttcj* 

[lf3R^8l ^■?>5r-, h ^7-^:^(^^$'-$-:^/KMS)}^)>bSm^(2,4)-- 

■7'— h^m{t't^fzi^(Dy<'^ y h^-y VV — ^(r>:^'^y h'7 — ^y— K(S 
GSN,GGSN)T'^oT. ^ ~ ^-T J^^ii^'f— ^ y h ^i^m-T 5 <h t t-ffifflT't <5 
— ^■:>-/K^)'>;'.e< <ht> \ ^(Oy<^y Yf—^T h^l^P^^T ^ h ^ L 

iJ'T Kl/^l^T^ ^y^-r^X omf^^thti^-^y h '7 — i7 y — K(SGSN,GGSN) 



(4) It* 2003-518821 

5/ hSril^ft-r-5J:9J'«fife$tLfcr<b^#mi:i-6^-;/ h !7 - / - K (SGSN. GG 
SN)o 

h^mit-t^tiisf><Dy<^y h^-y h'P — ^(D^^y M7 — K(S 
GSN,GGSN)T-fcoT. ^-T/l-Ti^y'—'^ ^y h^mmir^ t^K^mX'^ ^ 
^—^-)-jU(D^pfj:< thl -D(Dy<^y hT'—^T Vi^y^^T h L. L 

^—^T ¥U^\ZT^ ry^-rSJ: 9«Rfe$tLfc^^ y h !7-i^ y- K(SGSN.GGSN) 
y<^^y h^^itir^(DiZJt^^l.X. ^>5/ h!7 — y— K(SGSN,GGSN){±, ^n'^Jt 

X^i^mf^^nti:it^mWiit-r^^-'y l-?7— y — k(sgsn,ggsn)<, 

im^^ 1 o ] _hte^> h !7 — y — K (SGSN. GGSN) fi. ±mit^-/)>^n 

(75^> <y h 17 — y — Ko 

y h te^^f-. j. y _ ^ (GPRS) (D ^— V^z^-i i^^K- H y — K (GGSN) T'fc S IS 
*^8. 9Xtt 1 Otc:|S«c(7)^-y N y— Ko 

II**JSl2l ±ia^^y h !7 — ^ y— K(±. GT P:/p h='/l-^f5&ffli-'5 



(5) It^ 2003-518821 

— K (SGSN) T'fo S l»3ft^ 8 . 9 Xti 1 0 {Ctfi«(7)^^ 5/ h 57 — ^ y — K„ 



(6) . 2003-518821 

lO 0 0 1 1 

[0 0 0 2] 

— /^/uv';=^7^A) (Dj; 9 ^^7'■^^^5'/^#^)^Jii^t^>^7^^^-J:oT#^cg:^f^ii^/]f— 
[0 0 0 3] 



(7) 2003-518821 

— v^3 ^'fi. ^Wiy^'r—Z^ B V -^ni-f h/— K{^^f> L 

^^y h9~--^ t<D-( ^^i^' — U—^l^iir^mith-r^^t^^X'^^^ UMTS i=^=- 
i^/U^»liiftv'><.7"J^) S^U? I MT- 2 0 0 0 (IB^^ibv"l^=i 5:^^'^— 
[0 0 0 4] 

lo(7)ft?^m{i. :7T-rT'>:;d— /uSr^ffl-rsr <!:X'fcSo Lj0^b^^}d>b. ^(75 
-So :7 T-rr /uTti. K i/^^i^. iiS. f-y'^'^-y h c?— ^(^m^ 

-eiEiili^tL^o ^<?)*S^. •7T4T'>:i-~Mi. y<^y h(Dm(Dmm^^^^^ 
tt>'^X'^-r. mc-t-y'^-^y h'7~^(Dyt^:^h7b^^tih0i^^TLl^l,:^iXm-r?>:^t 
/i^Tt 5o yT4T^:^~-/i-i^W^titiy~:^T \''u:^^mh-:>X^hUi^^j:h 
-r, ^ LT^il!i^7^— v'a -^(D I PT Ki/;=^^^M-fr-ri- 1 o(7):7r-('T 
^:t~/i-(D=i^\}T^^h^i\<D-7T4T^:i-—yi-<0^])T^^W}X^i3^l-£:^j:h^j:\^^(D 
X\ :7T4T'>yt—/i'(Dn^y—:^Th'Uy^ii, mmi^ii. •7t^T^:^~Mz. 

r-5o :itt(cj: «9;^D6Pp^^{i> \ P y y(r>y~-y^T Y\^:^iiH%m.X 
^^i^(DXtt<. ^'^'^-r^ U^I55Jh-r-5fc«e){c, ^IIjtI^^ ^^S^J>^^^ag.|^EL^<f^t 
:^-bmm^fh^h^\z.m^m.^X^^. \^-h^\^fi:1f>h. mM^4(Dii;^^|gfE^|ll(i 
. h !7 — iJ^t^il^g^i^Ap-r-Si^^ ^v^fi^Sjiift^-y h 17 — ^(T^PS^^tLfc 



(8) 0 0 3-5 1 8 8 2 1 

[0005] 

^mm(DB^a^ 'f—'^^^^y h(D^in^-AK ^f—^^^^y H(7)y— ;^TKi^ 

mi-^'y'->>^y^J^iHXT'—'^^<<r -y h ^SfS LT^il^-rSfci6(7)^^^^ < <!: l o 

■rS:rci6<D;^}fe{::J:«9iifi5c$tL-5o ±fa|g i Ihy^v-^^-r ArtT'^5'- 

5 hy'—'^T KU'^^^Ti?^-^— h UT^S' — 5^/^<^||2i^ 

h^±ta/- KT'Stt^t). y<^iyhii. n^r F\^:^Rrjy—^T h'\^:^^^ 

[0 00 6] 

Mt^x r'—^^<'ir^yhi:minir^:z.t(DX^^^~^i-/i^t^ ^1 

— Ku^^^ry^^— h LT^S'— ^•:h/u<!: ^2-9- :yv^>^ 7" i^<i:(DrBlJ^ 7="— iJ' 
Sl^Jcii-SH 1 if-yv';^7^^<7)'>/^< <>: io<^y— Y\^^<^ y V'f—^r V^y 



(9) 4$^* 2003-518821 

>- Kt-4svNT^:j^5/^ L> ^bT^-?^^' hoy— Ki/;^;65±teija<^fF^^^° 

[0 0 0 7] 

X. /■-•^Jr^, ht7— i{'<^i5'>-^-:>-/Uj4-ibSmS§--7'— iJ'^-?^^/ 

^(Dy<^y hy'—^T Y\^:^^T h ^ LT^— 5; -^/M^^^ltlRo 

-t^J:omf^^tifz^-y h c?— y— Kt^t^So ^(D^-y ^"7 — ^y— 

[0 0 0 8] 

*^P>^{i. ^<^y h^-y h'7—:!7(D^—^i-j\^^^h^mm-^v'~^y<^ 
y h^'^is-i-^fciib(Dy<>^ y h^^y h 9 — ^ (D^-^ y h 9 — ^ y — YX'$)^X . ^ 

1 '^(Dy<>^y hT'—^r VU^^r h ^ I.X ^ ~ ^-f-/\-t^h^nWL 

^-r^ct ^fCfllfife^nfc^-;/ M7 — ^y— K{Ct#.5o ^(D^^y hl7 — i^y— K 

tt. y<dry h^^it^^<DiZ.m^\^X^ y h — y ~ Y^K ^^^yhCOV — 
y^T h'UP^y>^^. ^—^•r^i^l^Xy)mm^tl^y<'try Yf—^T Kl/;^<D±i2im 
(n^-m^^^y V^—^T Y\^y^\z.Wk-^:^ii^}£ot>^:^y^ ^\^X^(r>y—:7. 
T Ki/^^-^JitS iMOt^^^N"^-;/ Y^—'^T Y \y^\^m-t^^'^\^(n)H^^y h !7 



(10) 2003-518821 

(0 0 0 9] 

^y h(Dy—:^T h'u:^^. ^Wjy^y'—i^s i^l^iX^^m^ti^^^^ y hy"—-^ 
-CfcSo I Py<^y h<DSm*{±. I P^^°^.y h<Dy—:^r I 

[0 0 1 01 

=^ xj>.-^^m\i ^ti^z.txh^. 
^mm(Dm<Dlii-t. l^^^^m^Wmxi-^^ ^m:^y^~->3 :^i:L-i)—if'^^^y<^y 

\:i-t^^^^y h'f—^yci h=^/i-^mm-t^^'^^y h{:invx(D^itmt>'^nn$ 



(11) i|t^2 O 0 3-5 1 8 8 2 1 

[0 0 1 1 ] 

fii\^t^fii^^<^y Y^^iy^^'rM^L^mmx^^. r tt?3<7)v^><.v" Afi. r^3 

l/^'rJ^ (UMTS) ^LKlMT-2000 (ll^^SbT^ 5 ^^-5^— i^a 
) OSlA^^:7^=TMz.n^<^^^m\m\m-y^'rJ>.. 0»J;tfi\ DCS 1 8 00 ( 
1 8 8MH z ffl<Dv="i^^/U-fe-/U^ — iy>?>7^A^t)«PC S y-:h/Uiift>'><>7^ 
i^)^. _htfi^>;:^7"A^-<— LTG P R SM<D/N°>5r 5, hM^^^]!iS-r-5 

T'^^o ^^B^fi. JUj^T. GSMv^><>7^AOGPRSf— ^iJ<!: LT^ffl 

lo 0 1 2] 

X^-To <bv^9t^fi. ^-y h'7 — i^(Dmm^J:m^^li^mMi^m^\^^s:\^^y)^hX'h 
So GSM:iy;=^7^A<Dl»itS.D^aHg{i. ^ll#(^<toT#S-l^iil^^i^v^>bc>x 
^^So GPRSi^— m^i^. ##<b LT^l r {r^ 19 ±tf SETS 

Ift^S^Oa. 6 0. ^^~v^3i^6. 0. 0 (xv^iJ'/Hr/^^— 7^1^=" 5: 
-v^3 ^-X>';^7"A (7ai— X2+) ; m.ffl^^'Jr-;/ hte^i^— t-;^ (GPRS) 

; f— t-;^|liP^ ; ^Pg2) tc^a^ttTV^So GPRS■^^— t;^fi. mMTi^H 



(12) i|#*2 O 0 3-5 1 8 8 2 1 

— K<t LT{i;tTV^-5o h y — Kli. 1^— t"^>/G P R Si^^f— h / — K 

SGSNS.tJ«y— h'>a^-rGPRS1^Ji^— hy — KGGSN^-^tfo rtt?j<Di^ 
7tf— hy — KSGSNRO'GGSNfi. x< 5^ ^ ^^f— >'^> y h !7 — 1 tcij: «9+aS 
^i^$H-5« SGSNS.t>'GGSN(7)^^{i, |sl C^-;/ h — y — K}^4^S6^ 

^'^^^-r-fc-Sr <tlcii^$ttfcV\ UTi^bJ^i^i^b. >f—Y\tmm(o 

y— KT'fe^o 

[00131 

i^— If' >^7G PR hy — KSGSNfi. ^iijy^T"— >'MS^^1^— 

l::';^-t-^o ^i^-JK— hy— KSGSN{±. '^)V^—'^<^yY^^^^^yV'9 — ^(r> 
*)-L-C^N<^-;/ t'^^^fife-r^o ^C>fci6. #i^7if— hy- KSGS 

;t'-5/ h !7 — iJ'TjSSGSNir^ilj^^T^—v/a ><^<^FBlt^iE^Ti^ir>?.^^t>V^'>5r5/ h 

<7)1^/-Jf— hy — KSGSN<biifti-5o SGSNy — K<7)^/cS>'r v'a 
fi. ^Oif— t-;;^^ y Tt^ioV^Tif/cT'^G P R S^ilj^T^ — v-a ^^^itffl ff 
/c^.^#Slj;=^-r— v-a^MSOGPRS l^v^;^ ^--(DlE^^^tr 7='— ^5^^^°^ 
h^GPRSS»);^7"-v'3 i/'--itmuX(«:i35^f>S:fflL. ^LT^<7)i^— 



(13) 2003-518821 

7j^"— ^'^^^^ h ^7 — ^^^TGGSNy— HWi'— ^^X\ ^^^^ y h 
[0 0 14] 

GPRS^Jr— h '>:ii^-y-7jf— hy— KGGSNfi. ^(DGPRS^^y 

l<D0iJ-ett. GGSN{±. mmi^(D^^ I P^^2/ h!7 — iJ' 3^^Tif— 2i^ 

GGSNfi, GPR SJ!lBA#<^PD PT Kl/><.St>VU— ^^^It^. EP*>SG 
SNT Kl^:^^^l:i>o GGSNfi. ^W}^y^—>3:^MS(D/iy—h'<^m\^XSG 

GGSNIi. ¥t^:^tP^U<Oji^—T^ly'^^Wi (#'Jx.«c. SGSN) i:<D 

m<Dj\^-^-tl.Xmm-t?>o l^Mi-tL«. GGSNt*. ^gP7^'-iS'^>5/ ^l7- 
^mX SGSN/— K-^/l— 7^ 1^ S G S N y — K(is m^(Dm^li^. 

fj^-y h 57— ^rt(DSijo#Sb^v^— h^iUm-r-So Mt^. GGS 
[0015] 



(14) 1^^2003-5 1 882 1 

[0 0 161 

G PR Si^-— t'3<trTi^-fe;^^-5fc46tc. ^ib;^7^— ^^{i. 3fe-r. gpr 

l.tbi3il^^j:htj:^\ r<7)Pd-^i/— v'a ^^{4, ^Rj^t"— v-a >MS <}: SG SNy 
— K<!r(DrBll::^S6<jy i/^^«ftA£b. ^ LT^ib^^T^— i^a ^^GPRS^J^T 

^J: L itm SGSN^r^lT-^— v^>i/SrffV^^ L TPl^-T S G P R S 

GPRS^r^^' H17 — ^tCT^ .y^-r5<l:#tC (GPRST ^ y^mmi^iSl^X) 
. SGSN{±. Sibt=S='^^5^^;^ h (MM='>'7"^;^ ^ff^^jcL, ^LT^ 
D h n/bSt^joV^T^tHj^T^— v^a l^MSt S G SNy — K<!:(DfBl(C^Sy ^'c^ 
LLC immV ty^MM) :A>myL^th/5o MM=i^-7"^>!> h(4. SGSN/— K 
S:t>'^Wj;5^7^— i^a VMSlClBit^nSo S G S N/ — K<DMM:n ^ h(4 

, :^JDA#<D I MS I . T L L I {—m^WaMU '^^m^ffi . {iK&t>VU— ^' 

[0017] 

G PRSy^— ■$'^mimRXJ^^im-r^fzbbK. ^Sj^^^t^— i^a ^MS{4. PDF 

"T^ y^hl-X^ — v^3 ^;?)5G PR S^-;/ h !7 — >5'{^T^ y -5 <t # t^T 

i^^^—h-ir^:it7!}>-::^^o ^V^fiX. iXa :/{4. PDP^'^/T^iJ' 

^ h^mX'Ti^^-<— h L■Ct>J;V^U, XttGPRS^-;/ h !7 — ^O^PjSftffil b 
n/cTi?^-<— v-a ^/M3tt(D*§m<!r LXT^^-<— e/a ^^/O^l^fT^tLT ^ J:l^ ( 
GPR S;t>.y ^ — i5'S5RPDP=i>'7^i?;^ NT^f^^— ^X3 >-) „ GPRS-f 

idi-rS lol^XiKD^^erOPDP^i^T^^^ hSr^tfo <t 9 i¥^l::(4> PDP=i^ 
V" h ( j;^ PDPff^^ m^l~£. X. 2 5Xf4IP) . PDPTKI^:^ 

IPTKU;^) . 1^— f ^^^;^y T^^Qo S&t>*NSAP I i^^ yh'P — ^ 



(15) 2003-518821 

S I FT Kl^;^SrPD PT Kl/^^ LTt>or <t/65T-^S (fin*>s ^Ki^t"— v- 
3>{i. ^^<DI PS^i^T^iJ'^^ b^^i-S) „ I P^n h33/u^^ffl 

;^fijit53>v"i?^ h^<£fflt-5:i<bji>T'$5o P D p ^-t" ;^ hcz^/^-jr.;/ 

$tL-5) T'fc-5/{i\ X«i!j6<J-r'fci9. r<D:^^fi. GG S N}6S P D PTi^^^- 
iy a ^^^mi(DPBl{CxN°/r >y — Kl^^^W^) ^^T-5o PDPT^^-<— 

f^-t-SGGSN/— Hl::^f> ^O^^, rJl^gPT^— ^^-^ N !7 — ^ <t(D-r 

>57_r7_df>'>/^p^i^$ii:§^ PDPn^T^iJ'^?. KT^^-<— v^a V(7)Pb11'. P 
JDP^il^'r^ :^ — v^a >3£0«t^GG S N&Z>'S G S N y — Kl^^^ 

^tL-5o PDP=i:/7^^;^ h;iSTi5'5^-<— h$tL-5<b:. ^— if;6SG SM^IiRl^ J: 
«5^.SE^tt> t«£o-r. PDP=i:/7^i?;^ hTi^^-<— v'a i^{;i*3V^Ti5'— 5-:^/^ 

H\ IMS I (ra#»}APA#|gil^) {cfl|^{^Ti5' i'^-rs^.irjis 

[0 0 18] 

P D P 3 ;^ h^^^fife^tt. ■^UTGTP-T'n hnyU (GPRS h^^^-V 

S{i. PDP='V7":J';^ h^i}#^<7)^ .x-tr — rT^^-<— h PDP=i^7"i^^ 
h^*J T'T^^-<— hL. ^(^m^. ^t)!i:^v^ — '>3 TLLK PDP 

?f^^. ^*^nfcQ o S&t>'NS A P Ucr^-r^m^. -Slt/fiE-^rfe^yi^PDP 
T Kv^S.t>'riJ'-tr;?^/-J^W hi&APNtc^-r^tS^^4-;t'5o SGSNfi. r 
iJ^ yoc— hPDPra^-T^^;^ p< 5/ir->?^GGSNy— Kf^iUflL. 

K{i. POPri^-T^i^^;^ h^^fiKLT. -^tt^SGSNy- KfciUfti-So rr 

iJ'^^— h P D P =1 ^^7" ;^ h^jRj 7^ y-tr — {^XI U h PDP=iV 
7^^^ hj p< .yir — P D P T K l^:?^ GGSN(±, P 



(16) i|#*2 O O 3 -5 1 8 8 2 1 

^ttS-^^PDPriVv"^^ h{cKj6<j/^PDPT Ku:^^^tro SGSNfi. P 
UP^n^y"^ :^ rr^^^— h PD P=i>'7^^;^ hfc^^j ^ ^'-tr— v'l-iJV^ 

MS. SGSNy— K^a'GGSNy— Kt::g2lt^tl.5o 1^— t'>'i7' S G S N 7 
— KT'fi. #PD P 3:^7"^;;^ l>55SMM=i>7"^^ h <!:^fct::iait$n5o MS:A> 
i^fc/^SGSNy — K<D^y T-^p— ^ >'i/-^-5<t^[^(i. i^fcJfe S G S NjJS^ 
l/^SGSN/— K/i^^MM=ii^7^^>^ h^t>'PDP=i^^7^iJ'^ 
[0 0 19] 

D P hRV^^<^'y hT'—i^T K l/;^ UTG G S N <t SGSN.J:<D 

I Dtt. NS A P I S.t>' I MS I ^^tPo PD P =1^7"^^;=^ hTi^^^— i/3 
^HiOPH^t::, GGSNfi, PDP:n>'7->^;z. }>^li^<DtC<^ffl$nS-<# 

[0 0 2 0] 

-r* L^^tgt^-rS PD P^^^T^iJ'^ hiD^l^tJV^T, T^^^— h ^tlfz^<^ 



(17) #^2003-5 1 882 1 

K^^*J^^T^a$i^5o m2(Dmx-li. /^f^i-^L^ii^ iptkix^J^o 

0 1 K7fk-r-^~y<~ 1 xfi-r >^ — ^> h 4 diUff-T'S <*: h 1/ 

[00 2 1] 

b-C;^7^-;/:7'2 0 2lCiol/>-C hV^^/HS^SiJ^-T I D^tt{±}i--5o :^'r y^10Z 
t^*DV^-C. GGSN{±, TID{CJ:I9. T I Dl^;tiff£;-t-5 P D P =i h<7) 

(7)0^^)T'{i I PT Kl^^T-^i:>$tLfcPD PT- Kl/:^^^tfo >^7"5/:r2 
0 4^C*DV^T. GGSNf±, h ^^^^/H^^^JE^-T^ P D P =i ^ ;^ h m'h^^^ 
y Vf—^T Pm^(Oh<DX^^t^i£oii^^:^y^-t^. 4> 5 

T-fenii. GGSN{4. ::^y'y-:f2 0 S\Zi6\^^X^ y h(D'^f ^ hM:i^x.h 

fhtzy—y^T¥\^^^^n\-r^o ggsn^, m:fi<DT \^'i-^^^^t. ^fth 

5^:7^2 o 6 ^c*D^^TJtl5^-rSo Ki/^;^^. PD P ho 

PDPT h^up^tmcx;h^m^ia-t. v-h >-fi. i P^^°>^5' ht'-g- 

^tbSr <b^si5j<L. ^OS^^. GGSNfi. :^y^yZf2 O 7lZi3\,^Xy<'^y h 

^teiH-f-So y— ;=^T K^;^;ii'iPD PT Ki/;^i:+BJ4-r5m^l-f4. ^ib><^7^— 

v'3>f4. SiJc^#tl!i;^7^— v'a ^^i^l^^b. -etbSfc, GGSNfi. ;^7"5/-r2 0 
[0 0 2 2] 

o {JiJ^tf. GGSN{±. T7— — v^^gr^^b— y h !7 — i^Pd-^U- 



(18) 2003-518821 

^'^-<— h-rS w<bT'fcSo POP^i^v"^^ hfi. 'C!»J;ttf. GGSN. SGS 
NSt>*MS^::io^/^T7='T^{^^-<— h $tt. t^oT. GGSNfi. PDP=i>^7"i? 
;^ h^T'Ti?^^— h-r^ J; 9{::sGSNlc^3RL (Xfi^--"^ y h^4g^-r6<D 
/5>SG SN-e^j-Sm-a-t-tiSG SN>6^i7^Ti?^^— v-a ^^Jft^GG S Nt^i^ft 
b) . ^LTSGSNfl. PDP^:/^"^:;^ h^7^T^^-<— hi-5J:9l-MS 

:r!J >'y)m(DJLa^lEfj:y~^T K ux^f^ffl U^i^ <b ^^^-^^4*^ 

T'x - ^ ft b J: 9 <^ ^^/c TzfV^-^ysiy ^UsSiJ-T -St^^^^Hp^ 
v'Xfi^ -TV K'>T'$>5<7)>6S$f^ bv\ X> i^ibfcSbm*. Blf^» 

M7-i5^^t>V l^iUm-r^p* >;/i?-v^{i. <^oy-;^T Ku- 

>^^*"i-'5^'^°'J^!y h^^/l- (M;tfi\ TCPXfiUDP) ^yVlc 

[00 231 



(19) !|#*2 0 O 3-5 1 8 8 2 1 

GGSNfi, :^'r y:/2 0 7^mmm^. ^ LXy<^ h^mm-t^o 
[0 0 2 4] 

^iS^SX'fi. SGSN;45^ 5/ :7"2 O 2(^*51 ^T. TIDT'fi^^<. MSjO^ 
f5$ftL/c:^>''^'y hTi^^^T L L I S.O«NS AP I ^ttffi-rS. T L L Ui, /U— 
ly^'^VTf^XMS^ thl^Xn. I MS I S:?fi#l^liSiJ-r-5o N S A P I fi 

, ^(Dy<^ y h tm^MSi:ij:^ mm ^th^p DP ^i^'r^ h^m%ii-r^. T 

L L I S^t>'N S A P I Sr^ffl LT. SGSNfi, P D P n >^ hlf^^^^ 

-r^o {til<^$f* bi/^^W^fii-efi. TID (X{4PDP=i:/7^i5':^ h^HiSiJ-rs 
ft!lcQ>^jtc^i-^tt^) ^'iy<^y hl^mM^n. ^V.Xy<^y hfi. ;^7^>y^2 0 7 

[0 0 2 5 1 

PD PT Ku-;^<DT Ki^;^;^^— looPDP^t^^T^^^;^ htziM 

m^lit. tlP^PD PT K^;^<D!; ;^ hT'fcSo r<^m-^lC. ^^^yVk^ 

#315. I^SPD PT Ku;^0— SB^^^ai-'Sr 19 . P D P =1 ;^ h 

tf^fts lf#PD PT KU>^^ imc»rF^T Ku;^ (fin*>T KU^ ;^ t 



(20) 2003-518821 

[0 0 2 6] 

^zj^ yi^nniotl-r. y^ 20^(0^ a^ y^t^^^^^y hf^StUTMr^tL 
10 0 2 7] 

:/2 0 l<7)BUt-S?T-r§:i<L:505T'#. ^\^X:^'Ty-f2 0^\X. :^'ry':^20 5 

O 4^^VI^-t^:iti^Xt^o :^'r yZf2 0 2Xli. T IDiZiXi^^X. PDP 
10 0 2 8 1 

m^S^lf J: S -y— t^' ^ ^iiS-r 6 t:: j^^^ tc;?jfl ;t T . 0^ (omm ^ 

T-^v ^-'^3 (ASIC) i^xKimm-r^^t:6'^x^ 

^> h !7 — ^ (Do^ 5/ v^^# ( S G S NXfiG G S N) ;i»^iPA#^|glEi-6 ^ i: 



(21) i|t«2 0 O 3-5 1 8 8 2 1 

[0 0 2 91 

±tfi<^ r/</r>y hx— hn/uPDPj Xfi rpDP^'VT"^^^ hj 

m 1 1 

GPRSif— 1'^<7)^-;/ h !7 — ^T — =^r7"i5'^-r — 2/ m-Cfo-So 
113 2] 



2003-518821 



imi] 



GPRS 




FIG.1 



im2} 



I 



200 



201 



202 



203 



F/G.2 




(23) 



2003-518821 



INTERNATIONAL SEARCH REPORT 



latcrnatsoxial aprdtcalian. No. 
PCT/FI 00/01114 



A. CLASSlPIOVnON OF SUBIECT MATTER 
rPC7: H04L 9/32, H04L 12/00, H04L 12/28 

AcOTrding to Intemxtonal Pttcnt CtaxsifeaaioB (lPC>or vo bath nafloral daiannuaa and Ipt: 



B. FIELDS SEARQIED 



M nunum (Incunsmtiaiat •carcfaed (cUssificatxan « Jrtem f oUoatd by dttRiTestjoa symbok) 

IPC7: H04L, K04Q, G06F 



Otxnimentalbn icax^lvd oliicr than fTunncuin dficumcntikllon to tjic extm that svch documents are tnctoded ei ihc fields Marched 

SE,DK.FI,NO classes as above 



EleBiivTiic data baceconnihed during Ute internaliofialse3rdi(a«ne of data base and, where pr arri n b l e , search Vtrms ined) 



C. DOCUMENl^ CONSIDERED TO BE RELEVANT 



Category* Qtaxlon of document, vilh indicatioii, where appropriate, of the rdcvsnt pass^c 



Rdcvant to doun No. 



WO 9948303 AZ (CISCO TECHNOLOGY, INC.), 

23 Sept 1999 (23,09.99), page 4, Hne 2€ - paga 7, 

line 20, figures 2,3, claims 1-14, 

abstract 



VO 9SI7499 A2 (M(»CIA TELECQHMUNICATIOI^S OY), 

a April 1999 (08.04.99), page 8. line 6 - line 29, 
figure 3, claims 1-20, abstract 



-12 



1-12 



j VinHicr uocunjenU are iislcd in Uic conQriiiation of Box C- j xj ^ F2J>2nt farrily annex. 



' Spcod citct,ar:«s a€ cited documents 

A" (UxumfTit deflnjvt ItM fcncra: <iatc of dc art wHich ii nu ooivldvaEi 
IQ be of parciculAr ydnencc 

«A7ticr &p|jlic«liap «r ]>«tci« aui pul>li«h«d w or after lh« mtanatioRsl 
filing dAtc 

L' dacuni<3ii wtach w\»y throw dovfati on {riority d^n<.< ur viddi it 
cited to uc«blitli th« publicatioa d»e of aaodMr ciUBioi»<r otlwr 
fecial reucn{a3tp«afi«d) 

'O^ document rcfoTVig lo an on} dud^Burc 



diKunMnt puMiihcd pior to tTjC tAtcniaianii eilng (Ute but ia:er irtn 
the pnority dJtc dsaxncd 



T* IktBT document pubKst>ed after th« tatomaOooai filinf dote «r priority 
daUi aad not la eoafii<t vilh The appK<sli(ni but cited to undcntand 
QIC pTuidpIc fa tticovy «fadEil)ing the isTcaticn 

"JC docusKnc of partioitar nlcvancc Vw tltliikcd tfivoitiaB caaiiflt Ik 
consKtcred oovd cr <annoi be ccnadered to tn«G{va an iawentive 
Acp what (he ioouDMat ic takos akme 

'Y' document ofpftrtioaUr rclvvance: tfK dadmcd mweaiioQ eaanai Ix 
AOoaidarMS to inwolv* m invvii[v« at«p the doconaa ia 
ocmibiasd vntfa oqc v sicrc odw wen dscuzraitii sadi conibiQacion 
betiiK oO^Aous to A pertos ddUed sa the art 

dooimait mcnhcr or Gie tsmepattnt fsmHy 



Dale of the actual completion <^ (ho interna^onal searcii 



g3 H^rch ?oot 



Date of maifing of l&e intomatiooai seards report 

9 0 -03- aim 



Name aad maling address of the ISA/ 

Swedish Patent Office 

Box S05S. S-102 42 3TOCKMOLM 

FacsirotteNo. 4-46 8 66602^6 



Authorized olRca- 

KTas Arvldsson/JAn 

Tdcphonc No. 4-46 S 782 2S 00 



Forni PCr/ISA/2}0 (socnad sheeQ {Ju)y }998) 



(24) 



4#S 2003-518821 



INTERNATIONAL SEARCH REPORT 



IntemaXionai d]>pUcation No. 
PCT/FI 00/01114 



C (CojKintiation). DOCUMENTS CONSIDERED TO BE RELEVANT 



Gregory* GtatioQ of docoTncnt, with imfication, where appropiiftte, of the relcveat pauagea Relevant fo ctatim No. 



1997 IEEE SymposiuB on Proceedings, 
Security and Privacy. 

"Analysis of a dental of service attack m TCP" 
Schuba» C.L., et a1 

Page 210. column 2, line 25 - page 211, colunn 1» 
line 52; jwige 214, column 2, line 19 - page 217. col 
min 2, line 9. 
Figures 8,9,11 



1-12 



Forni PCT/ISA/2)0 (continwdion of sooDqd sbeet) (iuly 1998) 



(25) 



2003-518821 



I^<^^£RNAT[ONAL SEARCH REPORT 

Iftformstion on pateot Uxtuiy floembcrs 



tatemafional ai»pncation Nq. 
PCT/FI 00/01114 



Patent docunmtl 






Pu^licatioD 




PaBeal famitr 


Pufaficxsion 


ciled in nsmh nport 






dat* 








VO $948303 


AZ 


23/09/99 


AU 


3098299 A 


11/10/99 


VO 9917499 




08/04/99 


AU 


93S1S98 A 


23/04/99 










CN 


1277771 T 


20/12/00 










EP 


1018241 A 


12/07/00 










Fl 


973806 A 


27/03/99 



Form PCr/lSA/210 (patent. fanii]y anixv) (July 199S) 



(26) 



mm 2003-518821 



(8l)jg^a EP(AT. BE. CH. CY, 

DE, DK. ES. PI. FR, GB. GR. IE, I 
T, LU. MC. NL. PT. SE, TR), OA(BF 
. BJ. CF. CG, CI, CM. GA, GN, GW, 
ML. MR. NE. SN. TD. TG). AP(GH, G 
M. KE. LS. MW. MZ. SD. S L. SZ, TZ 
, UG. ZW). EA(AM, AZ, BY. KG. KZ. 
MD. RU. TJ. TM). AE, AG. AL. AM. 
AT. AU. AZ. BA. BB. BG. BR. BY. B 
Z, CA, CH. CN. CR. CU. CZ. DE. DK 
, DM. DZ. EE, ES, FI. GB. GD, GE. 
GH. GM, HR. HU. ID. IL. IN. IS. J 
P. KE. KG. KP. KR. KZ. LC. LK. LR 
. LS, LT, LU. LV, MA, MD, MG. MK. 
MN. MW. MX, MZ. NO. NZ. PL. PT. R 
O. RU, SD, SE, SG. SI. S K, S L. TJ 
. TM. TR. TT. TZ. UA. UG, US. UZ. 
VN, YU. ZA, ZW 

F^--A(#%) 5K030 CA15 HA08 HCOl HC09 HD03 
KA05 LB05 LC15 
5K067 AA30 BB21 DD17 GGOl GGll 
HH05 HH22 HH24 



